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	ARTIFICIAL INTELLIGENCE 
RADIOLOGY IMAGING
EVALUATION STUDY/ TRIAL 
IMPLEMENTATION CHECKLIST

This document has been collated by the Scottish Radiology Transformation Programme (SRTP) AI Steering Group as a best endeavours approach, based on current experience and available information, to assist NHS Boards in piloting radiology AI solutions, should they wish to use it. The content within this form has not been formally consulted and may be updated, as and when new versions become known, or work is commissioned to provide a more formal approach to AI use within NHSScotland.

For reasons of audit-compliant clinical and research governance, stringent patient safety, robust project design, and to obtain publishable results/ outcomes, at this stage in NHS Scotland (November 2022), it is recommended that new AI imaging projects i.e. solutions not yet evaluated nor purchasable by any NHS Board, are conceived and delivered as evaluation studies or trials to build the case for the adoption of the AI software as a clinical tool/ medical device.

There are two key phases included in the Radiology AI Evaluation Toolkit, the Proposal Phase and the Project Phase. 

The Proposal Phase ensures that once a Radiology need has been identified that the appropriate exploration, scoping and governance approvals are in place before it enters the Project Phase. The Project Phase involves the Implementation of the relevant AI solution being trialled into clinical deployment and ensures an appropriate evaluation is completed to ensure results and evidence from the study are appropriately recorded. 

This document is available to guide NHS Boards through both of these phases. An overall explanation of the purpose and detail included within the Radiology AI Evaluation Toolkit can be found in Section 3 of the AI Radiology Imaging Playbook 

	Action
	Notes/Guidance
	Date Completed

	A. Proposal Exploration Phase (Should We?)
This is a data gathering step to determine whether the proposal addresses an appropriate clinical problem and if there is both financial and clinical resource to pursue.


	1. Complete section 1-4 of the  AI Project Proposal Form and submit to local service management.
	Will provide an overview of the project proposal

	

	2. Review national AI radiology registry
	Will give insight into other similar AI projects being carried out across the country.  
	

	3. Source potential funding (body) for study
	Within service/Board, or external e.g. Our councils – UKRI
	

	B. Project Scope (Could We?)
A more in depth look at the scope, resources and benefits of the proposal

	4. Complete Verification Template
	This is to determine if the software is designed and developed as per the specified requirements.  It will assess historical, external evidence and ensure that the identified algorithm is appropriate and safe for use.
	

	5. Review clinical safety approach and complete documentation
	See Specification document here: DCB 0160. Identify and engage with Clinical Safety Lead/Officer to discuss. Documentation requires updating throughout project.

	

	6. Map the current clinical work flow and the proposed workflow involving AI.
	This will ensure the entire pathway is considered at the beginning of the project which will aid evaluation and study design. 
	

	7. Complete Section 5 of the AI Project Proposal Form
	Explain funding source, costs, and assess (clinical and financial) benefits & risks of solution to service, Board and patient. In complement to Study Summary/Brief document
	

	C. Initial Governance Approval (Can We?)
Proposal approval to move to the project phase

	8. Clinical Governance Group/Clinical Director approval
	Submit draft Project Proposal and  clinical safety documentation. Agree service/clinical lead and service sponsor for proposal. If possible, identify Project Manager from Service e.g. CSM.

	

	9. Imaging Governance Group (clinical + systems management/IT) approval
	Submit AI Project Proposal Form + Study Summary/Brief (with lead and sponsor details completed). Assess technical feasibility of solution at this stage e.g. connection, data sharing, integration. 
If no CSM (see item 6), if possible, identify Project Manager from Imaging Systems management team). 

	

	10. R&D/Innovation Governance Group approval
	If research project submit proposal to governing R&D/Innovation team

	

	11. Assess if Data Protection Impact Assessment (DPIA) is required and complete
	To assess patient impact of sharing their data with industrial research partner (potential supplier.  Implementation Preparation – Contractual Arrangements”. R&D/Innovation and Information Governance can advise/assist.
	

	D. Finance 
(funding bid can be submitted when project approved in principle by service)

	12. Request funding bid costing assistance from R&D/Innovation/R&D Finance Team
	To include R&D, Safe Haven, eHealth, clinical/healthcare, imaging staff resource allocation e.g. consultant, nursing, project manager, eHealth/IT costs, and other clinical costs associated with study e.g. bloods, tissue, etc.

	

	13. Submit funding bid (internal/external)
	Await favourable outcome before can progress.
	

	E. Project Initiation

	14. Write an Investigator Brochure for solution.
	R&D/ Innovation can advise. See section 7 here. Start with initially drafted Project Proposal and Verification Form as a basis.

	

	15. Write a trial/study participant consent form, Participant Information Sheet (PIS), participant letter, GP letter (if appropriate)
	If patients or patient identifiable data will be involved. R&D/Innovation can advise.

Useful Links:
Advice if project research or not
NIHR clinical toolkit
 
	

	16. Ask for Patient Group input to these elements of the Local Information Pack
	Patient Liaison/Experience Team may assist.
	

	17. Write a Study Protocol
	R&D/Innovation can advise. Base on Study Brief/Summary and Funding Bid submission. To include aims, objectives and method of study, evaluation criteria and data/evidence gathering method.
	

	18. Complete (but don’t submit - yet) IRAS application form. Extract to PDF when drafted.
	Based on Study Protocol. Identify Clinical Safety Officer and other specialists required for study/trial assurance. 
	

	19. “Sponsor” review of Study Protocol and IRAS application (R&D)
	Sponsor usually = R&D.
	

	20. Research Ethics Committee approval

Impact assessment from the Ada Lovelace Institute provides useful information on impact assessment and accountability
	REC approval is required. Submit Study Protocol, Investigator Brochure, Participant Consent Form, PIS, Letters. Include in Protocol, patient group input to information pack. Submit once Sponsor review complete. 
Takes >60 days.


	

	21. MHRA approval (via IRAS).
	Submit IRAS application. Submit once Sponsor Review complete. Synchronised submission with REC submission. REC approval on condition of favourable REC outcome.

	

	22. An IT System Security Risk Assessment/ Risk Triage will be required, and may result in the completion of a System Security Policy document (SSP).
	Again, if not done at this point, will be required during “E. Implementation Preparation – Contractual Arrangements”. The eHealth/IT Security Manager can advise. As most solutions are now Cloud-based, this template should be used.



	

	23. Submit project form to the national registry

	This will inform future projects 
	

	F. Implementation Preparation – Contractual Arrangements 

	24. Collaboration Agreement required

	R&D/Innovation can advise/ assist.
	

	25. Data Processing Agreement (DPA) required

	R&D/Innovation can advise/assist. Base on detail within DPIA.
	

	26. Service Level Agreement (SLA)
	If the study/trial involves the AI solution running as a “live” clinical service i.e. replacing the “traditional” service for a period of time within the study, an SLA will be required detailing support and contingency arrangements e.g. hours of operation, contact details, response times, triage and escalation, etc. R&D/Innovation and eHealth/IT can advise/assist in drawing together an SLA. Otherwise, if retrospective or parallel study, not required.

	

	G. Implementation Preparation – Data Setup

	27. First Meeting with PACS/CRIS/eHealth/ IT team and the Industrial Research Partner. 
	Architecture overview. Discuss connection testing and integration requirements. Implementation plan; arrange integration meeting; decommissioning/end of study plan.

	

	28. Firewall and VPN Change Request
	Place a request to eHealth/IT make changes to the Firewall and, potentially, enable a Virtual Private Network (VPN) connection. To be advised by Industrial Research Partner and eHealth/IT Network Specialists.

	

	29. First PACS/CRIS/AI Solution Integration Requirements Meeting
	With Industrial Research Partner, PACS/CRIS/eHealth/ IT team, PACS and CRIS suppliers. Commence specification of integration requirements. Implementation plan.

	

	30. Technical readiness plan
	When will the solution be ready to use 

	

	H. Implementation Preparation – Clinical Readiness

	31. First Meeting to discuss incorporating study into clinical service
	“As is” clinical service processes vs “To Be” (with AI). Staff and other resources required. Roles, responsibilities and allocation (time; should be costed in funding bid) to study.
Decommissioning/end of study/back to “business as usual” plan.

	

	32. First Meeting to discuss training approach
	In person, onsite, “classroom”, video, user guide.

	

	33. First Meeting to confirm support/escalation process
	With Industrial Research Partner, eHealth/IT/PACS/ CRIS team, clinical team. Should be as per SLA (see item 23).

	

	34. Ensure video and user guide produced.
	Include support/escalation arrangements.

	

	35. Deliver training (onsite, classroom)
	Include support/escalation arrangements. Include video and user guide resources.

	

	36. Clinical Readiness Plan
	When will the service be ready to commence. Issues, risks. 
	

	37. Contact Participant GP/GP letter
	As per Information Pack provided to REC. Involve GP/inform in advance as deemed relevant to study design. Inform of start date and that their patient involved, for example. Share PIS and Consent Form (if GP responsibility).

	

	38. Service pre-deployment briefing
	Start date, clinical processes/ procedures, evaluation/ validation and data gathering process and requirements (as per Study Protocol), support/escalation process, PIS & Consent Form (if service responsibility).

	

	39. Patient Experience & Public Involvement
	If new technology, consider patient stakeholder engagement.  Each heath board has a dedicated PEPI team who can support this




	

	40. Consider carrying out a validation of the algorithm prior to deployment
	This will test the algorithm on local data and provide data on model accuracy,
	

	I. Clinical Deployment

	41. First Evaluation Study Progress Review Meeting
	End of week 1. Review evidence/evaluation data gathering progress. Review service performance impact. Clinical and general issues/risks. Update clinical risk log.

	

	J. End of Study (as defined in Protocol)

	42. Submission of an ‘End of Trial Declaration’ to the MHRA and REC.

	Sponsor (R&D)
	

	43. Archiving of essential documents for at least five years.

	Sponsor (R&D)
	

	44. Inform stakeholders that the study has ended. 

	Include GP and patient bodies
	

	45. Disconnect and remove AI solution and return systems to pre-project state.

	
	

	46. Perform an end of study team debrief





	Include lessons learned, draw conclusions and reflect on study design


	

	K. Evaluation/Write up

	47. Publish results where clinical trial/study registered e.g. clinicaltrials.gov 
	Sponsor (R&D)
	

	48. Write up an Evaluation Report 
	Include statistical analysis, technical assessment, qualitative assessment and health economics.

Conclusions and lessons learned
	

	49. Consider journal publication
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1 Completing this form


Approved cloud security principles, architectural patterns and security blueprints have been defined as a framework for NSS Cloud Platforms or services NSS consume from external Cloud Service Providers (CSPs).  The NSS cloud framework [1] should be used to design, build or consume cloud services in the following scenarios


· Building services using the NSS Cloud environments

· Building services using an external Cloud Service Provider (CSP)


· When NSS systems or users are consuming services from external Cloud Service Providers (CSP).

This form and the security posture report carried out through cloud compliance monitoring tools such as, Azure Security Center or AWS Security Hub are integrating part of NSS information security management system (ISMS).  System Security assurance is achieved by adhering to the NSS Cloud Framework.

The completion of this form is required when the cloud platform adheres to NSS cloud reference architectural patterns and NSS Cloud security strategy.  Any proposed cloud architecture that does not follow the NSS Cloud Framework standards will require full security and architectural conformance review (SACR).  SACR will be carried out by the Security Architecture Review Board (SARB) adhering to the SARB terms of reference. [2]

It is a data owner’s responsibility to ensure that risk to information assets is managed.  This Cloud SSP asks questions to determine that baseline security controls are in place for your solution.  The questions asked are based on best practice cloud security principles.

These are mandatory baseline requirements for protecting NHS Scotland systems and information. The information / service owner is responsible for the completion of this SSP liaising with IT SBU / other service provider for technical completion.

Have you engaged with the relevant IG team to complete a DPIA assessment?  Your approved DPIA should be added to the following section within this cloud SSP. [3]

Please provide details within table 1 of the cloud description

		Cloud Service Provider

		(Example NSS Azure/AWS/GCP)



		Cloud Deployment Model 

		(Example Public/Private/Hybrid)



		Cloud Service Model

		(Example IaaS/PaaS/SaaS)





Table1: Cloud Description Model

Responsible Parties


		System Owner Named Role

		



		System Manager Named Role

		



		Senior Information Risk Officer (SIRO)

		



		Information Security Assessor/Named Role

		



		Information Governance Officer/Named Role

		





Table 2: Responsible Parties

2 System Description


2.1 Context


Provide a description of the system and its status, giving context to its use case including business benefits.

2.2 Operational Model


Provide a description of the system operational model (As an example, the service model is PaaS and operates in the follow way)

2.3 System Diagram


Provide a detailed diagram of the system (Preferably as an attachment).  The diagram should show, if applicable, cloud network and compute components, all associated interfaces (As an example, API’s exposed) and all security controls used within the cloud and external to the cloud environment.

Figure 1: System Architecture Diagram

3 Cloud Security Principles

As cloud services are consumed, controls based on cloud security principles should be implemented to make sure sufficient security posture is achieved.  Cloud security controls are implemented through policy; as an example a collection of security control policies would make up an Azure Blueprint.  A predefined UK Official/NHS Blueprint is available within Azure.  UK Official/NHS Blueprints should either be used directly or to form the basis of blueprints deployed with NSS Azure Cloud.  Note: If you are unsure about any of this ask your cloud architect to supply the information.

3.1 Secure Cloud Configuration


3.1.1 Data in transit protection


Data transiting networks should be adequately protected against tampering and eavesdropping.

How is data in transit protected between your end user device(s) and the service?

How is data in transit protected internally within the service?

How is data in transit protected between the service and other services? (e.g. where APIs are exposed)

3.1.2 Asset protection and resilience

User data, and the assets storing or processing it, should be protected against physical tampering, loss, damage or seizure.  Can you describe the controls around the following aspects of this principle?

Describe Physical location and legal jurisdiction:

Describe Data centre security:

Describe Data at rest protection:

Describe Data sanitisation:

Describe Equipment disposal:

Describe Physical resilience and availability:

3.1.3 Separation between users


A malicious or compromised user of the service should not be able to affect the service or data of another. As an example, if the deployment model is IaaS, are networks separated using Virtual LAN’s (VLAN’s), Virtual Routing Forwarding (VRF)?

Describe how this is achieved:

3.1.4 Governance Framework


The service provider should have a security governance framework which coordinates and directs its management of the service and information within it. Any technical controls deployed outside of this framework will be fundamentally undermined.  

This should be the NSS Cloud Framework, if not please describe how this is achieved:

3.1.5 Operational Security


The service needs to be operated and managed securely in order to impede, detect or prevent attacks. Good operational security should not require complex, bureaucratic, time consuming or expensive processes.

Describe configuration and change management approach:


Describe vulnerability management approach:


Describe proactive monitoring approach:


Describe incident management approach:


3.1.6 Personnel Security


Where service provider personnel have access to your data and systems you need a high degree of confidence in their trustworthiness. Thorough screening, supported by adequate training, reduces the likelihood of accidental or malicious compromise by service provider personnel.


Describe the security screening process on service provider staff with access to NHS information or the ability to affect service to a system:

Describe the controls in place that minimise the number of people necessary have access to NHS information or the ability to affect service to a system:


3.1.7 Secure Development


Services should be designed and developed to identify and mitigate threats to their security. Those which aren’t may be vulnerable to security issues which could compromise your data, cause loss of service or enable other malicious activity. 

Describe the process of how new and emerging threats are reviewed and service is improved in line with them:


Describe how development is carried out in line with industry best practise regarding, secure design, coding, testing and deployment:

3.1.8 Supply Chain Security

The service provider should ensure that its supply chain satisfactorily supports all of the security principles which the service claims to implement.


Describe how your information is shared with, or accessible to, third party suppliers and their supply chains:


Describe how the service provider’s procurement processes place security requirements on third party suppliers (This maybe a sub-contractor developing software as an example):


Describe the process for managing security risks from third party suppliers:


Describe how you manage the conformance 3rd party suppliers with security requirements:

Describe how you verify that hardware and software used in the service is genuine and has not been tampered with:


3.1.9 Secure User Management


The service provider should make the tools available for you to securely manage your use of their service. Management interfaces and procedures are a vital part of the security barrier, preventing unauthorised access and alteration of your resources, applications and data.

Describe how users are authenticated to management interfaces and support channels (Multi Factor Authentication (MFA), Bastion host/networks):

Describe the mechanism to request a support call (Telephone, web portal, email):


Describe how privileged access is managed
(In all instances the principle of least privilege should be used):

3.1.10 Identity and Authentication

All access to service interfaces should be constrained to authenticated and authorised individuals.  Weak authentication to these interfaces may enable unauthorised access to your systems, resulting in the theft or modification of your data, changes to your service, or a denial of service.  Importantly, authentication should occur over secure channels.


Describe the identity and authentication approach used within your cloud environment:


3.1.11 External Interface Protection


All external or less trusted interfaces of the service should be identified and appropriately defended.  If some of the interfaces exposed are private (such as management interfaces) then the impact of compromise may be more significant.  You can use different models to connect to cloud services which expose your enterprise systems to varying levels of risk.


Describe how internet facing interfaces are protected:

Describe how private facing interfaces are protected:


3.1.12 Secure Server Administration


Systems used for administration of a cloud service will have highly privileged access to that service. Their compromise would have significant impact, including the means to bypass security controls and steal or manipulate large volumes of data.

Is your service administrated from dedicated devices on a segregated network? 

Is your service administrated from a bastion host or bastion network?



Is the service managed directly from devices which are also used for normal business (web browsing, viewing external email, etc.)?

3.1.13 Audit Information for Users


You should be provided with the audit records needed to monitor access to your service and the data held within it. The type of audit information available to you will have a direct impact on your ability to detect and respond to inappropriate or malicious activity within reasonable timescales.

Describe the audit information that will be available to you, how and when it will be made available, the format of the data, and the retention period associated with it:


Can you confirm that the audit information available will meet your needs for investigating misuse or incidents?

Is there proactive monitoring of the service? (Provide details of this service)

3.1.14 Secure Use of the Service


The security of cloud services and the data held within them can be undermined if you use the service poorly. Consequently, you will have certain responsibilities when using the service in order for your data to be adequately protected

Describe your responsibilities as part of the cloud services model (see cloud shared responsibility model [4])

Describe the service configuration options available to you and the security implications of your choices:


Describe the security requirements of your use of the service:


Describe how you educate your staff using and managing the service in how to do so safely and securely:

4 Risk analysis and recommendations

This section to be completed in collaboration with the Accreditor/information security practitioner.


4.1 Risk appetite guidance


4.2 A risk appetite provides a guideline for what action should be taken in response to an identified risk.  

4.3 The risk appetite of NHS organisations is typically “cautious” and is represented in Table 3 below.  This provides an indication of appropriate response to risk.

		Extreme

		20-25

		Unacceptable level of risk exposure that requires immediate corrective action to be taken, and monitoring at Executive and Board level.



		Major

		15-19

		Unacceptable level of risk which requires measures be put in place to reduce exposure, and monitoring at Executive and Board level,



		

		10-14

		Unacceptable level of risk exposure that requires measures be put in place to reduce exposure and monitoring at Executive level and potentially Board level



		Moderate

		8 or 9

		Acceptable level of risk exposure subject to regular active monitoring measures by senior managers.



		Minor or Negligible

		1-7

		Acceptable level of risk subject to regular passive monitoring measures at local management level.





Table 3: NHS Scotland Risk appetite guideline

4.4 Residual risk statement

Table 4 provides a summary of the key residual risks identified.


This table represents the output of the risk assessment based on cloud specific risks provided by the Cloud Security Alliance (CSA).  Only risks with a residual risk value of 8 or above are presented in the table

 Table 1 provides a summary of the key residual risks identified.


		Risk

		Threat actor

		Risk examples

		Residual risk

		Recommendation



		<Risk ID> (e.g. R1 from table in annex A) Denial of service – Internet services

		Internet user

		Denial of service on main business website causing damage to reputation and customer confidence

		4

		Accept



		

		

		

		

		





Table 4: Summary of key risks

4.4.1 Risk treatment recommendations


4.4.2 Significant residual risks

4.4.3  [Accreditor completes]

4.4.4 Risk treatment

4.4.5 [Accreditor completes]

4.4.6 Accreditation recommendation

4.4.7 [Accreditor completes]


5 Annex A – NHS Scotland risk matrices

5.1 Impact/consequence definitions


		Descriptor

		1 Very low (VL)

		2 Low (L)

		3 Medium (M)

		4 High (H)

		5 Very high (VH)



		Patient 


Experience

		Reduced quality of patient experience/clinical outcome not directly related to delivery of clinical care.

		Unsatisfactory patient experience/ clinical outcome directly related to care provision – readily resolvable

		Unsatisfactory patient experience/ clinical outcome; short term effects – expect recovery <1wk.

		Unsatisfactory patient experience/ clinical outcome; long term effects – expect recovery  >1wk.

		Unsatisfactory patient experience/ clinical outcome; continued ongoing long term effects



		Objectives /  Project

		Barely noticeable reduction in scope, quality or schedule.

		Minor reduction in scope, quality or schedule.

		Reduction in scope or quality of project; project objectives or schedule.

		Significant project over-run.

		Inability to meet project objectives; reputation of the organisation seriously damaged.



		Injury (physical and 


psychological) to patient/visitor/staff.

		Adverse event leading to minor injury not requiring first aid.

		Minor injury or illness, first aid treatment required.

		Agency reportable, e.g. Police (violent and aggressive acts). 


Significant injury requiring medical treatment and/or counselling.  

		Major injuries/long term incapacity or disability (loss of limb) requiring medical treatment and/or counselling.

		Incident leading to death or major permanent incapacity



		Complaints / Claims

		Locally resolved verbal 


complaint.

		Justified written complaint peripheral to clinical care.

		Below excess claim.  


Justified complaint involving lack of appropriate care.

		Claim above excess level.  


Multiple justified complaints.

		Multiple claims or single major claim 


Complex justified complaint.



		Service / Business 


Interruption

		Interruption in a service which does not impact on the delivery 


of patient care or the ability to continue to provide service.

		Short term disruption to service with minor impact on patient care.

		Some disruption in service with unacceptable impact on patient care. 


Temporary loss of ability to provide service.

		Sustained loss of service which has serious impact on delivery of patient 


care resulting in major contingency plans being invoked.

		Permanent loss of core service or facility. 


Disruption to facility leading to significant “knock on” effect



		Staffing and Competence

		Short term low staffing level temporarily reduces service 


quality (< 1 day). 


Short term low staffing level (>1 day), where there is no disruption to patient care.

		Ongoing low staffing level reduces service quality


Minor error due to ineffective training/implementation of training.

		Late delivery of key objective / service due to lack of staff. 


Moderate error due to ineffective training/implementation of training. 


Ongoing problems with staffing levels.

		Uncertain delivery of key objective/ service due to lack of staff.  


Major error due to ineffective training/implementation of training.

		Non-delivery of key objective/service 


due to lack of staff.  


Loss of key staff.  


Critical error due to ineffectivetraining/ implementation of training.  



		Financial (including 


damage / loss / fraud)

		Negligible organisational/personal financial loss. (£<1k). 


(NB. please adjust for context)

		Minor organisational/personal financial loss (£1-10k).

		Significant organisational/personal financial loss (£10-100k)

		Major organisational/personal financial loss (£100k-1m).

		Severe organisational/personal financial loss (£>1m).



		Inspection / Audit

		Small number of recommendations which focus on minor quality improvement issues.

		Recommendations made which can be addressed by low level of management action.

		Challenging recommendations that can be addressed with appropriate action plan.




		Enforcement action.  


Low rating. 


Critical report.  

		Prosecution.  


Zero rating. 


Severely critical report



		Adverse Publicity / Reputation

		Rumours, no media coverage. 


Little effect on staff morale.

		Local media coverage – short term. 


Some public embarrassment.  


Minor effect on staff morale/public attitudes.

		Local media – long-term adverse publicity.  


Significant effect on staff morale and public perception of the organisation

		National media/adverse publicity, less than 3 days. 


Public confidence in the organisation undermined. 


Use of services affected.

		National/international media/adverse publicity, more than 3 days. 


MSP/MP concern (Questions in Parliament). 


Court Enforcement.  


Public Inquiry/ FAI.





Table 4: Impact/consequence definitions


5.1.1 Likelihood definitions

		Descriptor

		1 Very low (VL)

		2 Low (L)

		3 Medium (M)

		4 High (H)

		5 Very high (VH)



		Probability

		Rare - can’t believe this event would happen – will only happen in exceptional circumstances

		Unlikely - not expected to happen but definite potential exists – unlikely to occur.

		Possible - may occur occasionally, has happened before on occasions – reasonably chance of occurring

		Likely - strong possibility that this could occur – likely to occur

		Almost certain - this is expected to occur frequently / in most circumstances – more likely to occur than not





Table 5: Likelihood definitions


5.1.2 Risk matrix


		

		Impact



		Likelihood

		Very low (1)

		Low (2)

		Medium (3)

		High (4)

		Very high (5)



		Very low (1)

		Low1

		Low 2

		Low 3

		Medium

		Medium



		Low (2)

		Low

		Medium

		Medium

		Medium

		High



		Medium (3)

		Low

		Medium

		High

		High

		High



		High (4)

		Medium

		Medium

		High

		High

		Very High



		Very high (5)

		Medium

		High

		High

		Very High 

		Very High





Table 6: Risk evaluation matrix


6 Appendix A: Documents and References

		Ref

		Title

		Version

		Link or Embedded object



		1

		NSS Cloud Security Framework

		V1C

		

[image: image1.emf]CWAF_v1c.ppt






		2

		Security Architecture Review Board Terms of Reference

		N/A
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		2

		Cloud Shared Responsibility Model

		N/A
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		3

		DPIA

		TBC

		<Embed DPIA here>



		4

		NCSC Cloud Security Principles

		N/A

		Details and context for the 14 Cloud Security Principles, including their goals and technical implementation





Table 7: Documents and References

14



NSS Cloud Framework


George Young and Steve Cassidy August 2020











Azure Architecture Patterns


Azure Blueprints, Policy and ARM Standards


Azure Product Standards


Azure Design Building Blocks


Cloud Security Framework


Service Management Design & Delivery


Cloud Technology Service Catalogue


Architectural Governance


InfoSec & Clinical Governance


Customer Engagement


Security & Architecture Review Board (SARB)


NSS Well Architected Cloud Framework


Service Management 


Operating Model & Support Offerings


NSS Azure Cloud Engagement Framework





Customer Engagement





Project and Design





Cloud Operations





Service Management








			“Cost Optimisation”			“Security”
			“Performance Efficiency”			“Reliability”			“Operational  Excellence”























NSS Cloud Well-Architected Framework


The Well-Architected Framework is a set of good practices used to deliver architecture excellence and improves the overall quality of new and existing service workloads within the cloud, covering the following pillars:





			Pillar			Description


			Cost Optimisation			The ability to manage costs to deliver business value as part of an end to end cost effective managed service.


			Operational Excellence			The ability to run and monitor systems within production to deliver a business value and to continually improve supporting design and operational processes and procedures.


			Performance Efficiency			To use computing resources efficiently to meet system requirements, recover from failures and to maintain that efficiency as demand, requirements and technologies evolve and change.


			Reliability			The ability of a system to recover from an infrastructure, network or service outage, dynamically acquire computing resource to meet demand and mitigate disruptions. 


			Security			To protect information, systems, and assets from threats, while delivering business value through risk assessments and mitigation strategies. 





When architecting cloud service workloads there is a trade-offs between the above pillars based upon your business requirements and context. These business decisions can drive the design and engineering priorities.
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Cloud Security Strategy


Security is job zero


Understand business requirements


Understand roles and shared responsibilities [1]


Risk assess using Confidentiality, Integrity, Availability analysis (CIA [2])


Follow cloud security principles (NCSC [3], CSA CCM [4], NIST [5])


Deliver assurance of security through the NSS Well Architected Framework [6]


Automating security is key to success


Continuous & ongoing compliance





Note: This presentation relates to Azure, however the proposed strategy is cloud service provider agnostic.
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Secure Azure Resources on Deployment


…Security is job zero





Security Approved





Azure Resource Manager









































Cloud Security Principles





Network Connectivity

















Truth Source





StaaS





Architecture Patterns & Design Building Blocks











NSS Cloud Security Approach





Understand cloud deployment model, (Public, Private, Hybrid) 


Understand the service model, (IaaS, PaaS, SaaS) This informs the cloud security control requirements





Define standard reference and architecture patterns


Customise Azure UK Official/NHS Blueprints to create NSS templated security standards in conjunction with NSS security policy. (exceptions to this rule may have to be looked at by IS&G in isolation)


Follow cloud security principles, guidelines and best practice (NCSC, CSA, NIST)


Deliver a sufficient level of assurance to achieve overarching business approval





Data Security (#1 Priority)


Network Security


Infrastructure Security


Operational Security


Automated Security


Application Development Security 


Access and identity management 


Controlled configuration and change management


Audit, Logging & Monitoring


Continuous compliance 


Incident response plans


Business continuity plans 











Requirement


Outcome


Cloud Engagement Framework


Architecture, Patterns, Standards & Templates


Cloud Security Controls





Secure Cloud Ecosystem providing defence in depth across cloud deployment models, cloud service models and cloud platforms


Business approval through assurance by using defined standards, patterns and templates for cloud security controls and reference and architecture.  By adhering to NSS security policy, and in conjunction with industry standards including NCSC, CSA and NIST cloud security principles this assure the security and governance of the NSS Cloud Ecosystem.


Implementing defined security standards assures cloud platforms.  Individual cloud platforms when secured using NHS/NSS Blueprints and backed up with an Azure Security Center report showing full compliance against the relevant standard, will be issued with an approved System Security Policy.





Other Considerations





NSS Cloud security integration with the NSS National Security Operations Centre (SOC) this gives access to, security engineering expertise and security technologies such as, Microsoft Defender Advanced Threat Protection [7] and Tenable IO [8]


Implement NSS cloud security strategy for consuming public cloud Software as a Service (SaaS) products such as O365, ServiceNow and 8x8.


This strategy has been developed for the NSS Azure tenancy however the core principles apply to any cloud service provider (CSP) such as, Amazon Web Services (AWS), Google Cloud Platform (GCP), Oracle Cloud Platform


Information Governance is out with the scope of this strategy, however, should be defined in association with the NSS Cloud Security strategy.
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			1.	Purpose of the Group





			The Security and Architecture Review Board (SARB) provides governance accountability to the NSS Executive Management Team and NSS Board by providing Strategic, Architecture, Clinical, Data, Information and Security Governance, Compliance and Equality Gateway to programme and project team deliverables.





The SARB ensures compliance with NSS Strategy, national policies and associated NSS Organisational policies and procedures.  The Board will ensure alignment with Strategy and provide approval/signoff.








			2.	Role and Responsibilities of the Group





			


The role of the SARB is to ensure effective architecture engagement between corporate functions and NSS programme and project team delivery.





The SARB will provide NSS with a co-ordinated collection of architecture decisions that together enable the most effective balance of strategic and tactical initiatives.


The SARB will support effective corporate governance by:


· Aligning the proposals with existing and future NSS strategies and policies


· Providing a framework for delivery of the architecture that is consistent with industry best practice and complies with NSS standards while meeting the strategic objectives (intent) of NSS


· Assuring alignment of proposed solutions, data, applications and technology change with strategies and architectures.


· Ensuring appropriate legislation and frameworks are considered in any solution/design, particularly Data Protection Legislation regarding technical and organisational measures and security obligations, data protection obligations including data protection by design and default, Medical Device Regulations and user rights (e.g. Data Privacy Impact Assessment (DPIA), System Security Policy (SSP) and General Data Protection Regulation (GDPR). 


· Ensuring To ensure that appropriate consideration is given to Total Cost of Ownership and Return on Investment from the implementation/continued use of/planned changes to a Service e.g. restrict the continuation or introduction of technologies that may be cost prohibitive to maintain/license in the future.


· Communicate key standards, approaches and direction in line with Strategies and Roadmaps thereby providing Architecture Assurance through consultation, guidance and advice 


· To ensure that proposals have given due consideration to customer and user needs through evidence of best practice user research and experience approaches


· Communicate key architecture decisions and rationales


· Providing an audit trail demonstrating the rationale behind decisions and providing records that will support NSS in meeting its Accountability Principle data protection obligations 


· Track and document architecture issues/exceptions


· Undertaking proactive architecture - level reviews to assess progress and confirm that the architecture remains on course to deliver the desired strategic benefits and outcomes – this will be informed by strategic baselining work and corporate strategy and initiatives 


· Ensuring that any conflicts between architecture delivery and BAU that cannot be resolved by the Programme Board are addressed effectively


· Promoting collaborative working across the organisation 


· Approve, progress or pause projects which may not comply with standards


· The SARB should also have the remit to provide external assurance, i.e. DPIA, SSP for external/third party lead projects


· Lifecycle management should be taken into consideration, e.g. Total Cost of Ownership





			3.	Membership








			The SARB membership comprises of executive and senior management level representation from across NSS. 





The core members are:





· Deryck Mitchelson, Director of Digital and Security


· Eilidh McLaughlin, Cyber Security and Information Governance, (Deputy Chair)


· Brendan O’Brien, Chief Clinical Informatics Officer


· Patricia Ruddy, Head of Data Protection/ Data Protection Officer 


· Salvador Llopis, Head of Technology Office, (Chair)


· Colin Howarth, Cyber Security 


· Brian Paterson, Information Governance  


· Janis Heaney, Head of Customer Experience





The core membership will be supplemented with representation from programme teams where related work is being reviewed by the SARB. 





In attendance (as required):


· Lianne Scott, Strategy, Performance and Service Transformation


· Programme Directors and professional Subject Specialists (Subject Matter Experts)


· Governance Board Chairs / Representatives and External Advisors





The board will request representation as and when required in support of submissions for review.








			4.	Governance





			


The SARB is accountable to the NSS Executive Management Team. 





The SARB have the authority to initiate, prioritise, and recommend architecture decisions on matters that have an impact on NSS programme and project deliverables.








			5.	Meetings





			


The SARB will be held on a bi-monthly basis.





· In the absence of the Chair, Eilidh McLaughlin, will deputise.








			6.	Minutes/Action Notes, Agendas and Papers





			


Agenda, Papers and Action Logs will be distributed five days prior to each meeting.





Action Logs will be drafted by the SARB secretariat and agreed by the Chair prior to circulation no later than one week after each meeting.








			7.	Review





			The SARB will review its Terms of Reference on a 6 monthly basis. 
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